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Think Before You Post

Question 1: No private information, such as our full name, email address, or pictures of your home
Question 2: Everything you do online
Question 3: Forever
Question 4: Why do I want to share this? Where did I get my information from? (Is it correct?)
Will someone be hurt? Would I show my parents?
Question 5: Tell your teacher, parents, or trusted adult
Question 6: Never

Choose Strong Passwords

Question 1: Long words and phrases with numbers and symbols; nothing personal
Question 2: Parents or trusted adult (Not your best friend)
Question 3: One precaution is to logout before leaving
Question 4: Use trusted password managing software or write it down in a notebook
Question 5: Short words that are easy to guess; Your name, birthday, or “Password” 
Question 6: It’s an extra layer of security to your account in case your password is stolen
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Beware Of Strangers

Question 1: Always be cautious and don’t assume anything
Question 2: Notify parents, a trusted adult, or a teacher that you are talking with someone; 
Never give personal or private information
Question 3: Using fake photos; Lying about their age and who they are; Using voice-altering 
devices; Using false usernames or email addresses
Question 4: Instant messaging; Email; Video game chats; Social media
Question 5: Try to play with people you know, but don’t communicate with strangers
Question 6: Do your parents check your device? Do you want to meet in real life? Anything 
personal or private

Be Careful What You Download

Question 1: They can contain viruses; They can be used to access and
steal your information
Question 2: Be wary of unsolicited attachments, even from people you know; Update virus pro-
tection; Keep software up to date; Beware of emails from people you don’t know
Question 3: There is “HTTPS” at the beginning of the address or a lock symbol
Question 4: The file type; Is the website secured; Is offer too good to be true
Question 5: They can automatically charge you for premium services; They can steal sensitive  
information; They can make you more susceptible to infections
Question 6: Downloading from unknown sources; Downloading without a virus
or spyware scanner


